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Beginner Level (Baglangig Seviye)

1. Download Bitwarden to keep your passwords secure online and protect yourself from breaches. 2. Definitely switch your browser—you won’t experience any extra hassle or changes.

Using Brave or Firefox is @ good option (installing the uBlock extension provides extra security), and this will be a major step forward. 3. Stop using the data-logging VPNS you currently

use and switch to Proton VPN (Free Plan Available, Sufficient) or Mullvad VPN (Paid). 3. Use Proton Mail (Free Plan Available] instead of Gmail (Google Mail) and reduce your reliance on
Google as much as possible. (You don’t need to delete Gmail entirely—it's not recommended-just use it as needed.) 4. Use open-source apps (F-Droid, izzyonDroid, etc.)

1. §ifrelerinizi evrimigi ortamda giivende tutmak ve veri sizintilarindan korunmak igin Bitwarden'i indirin. 2. Mutlaka tarayicinizi dedistirin; bu size ekstra bir zanmet ya
da degisiklik getirmeyecektir. Brave veya Firefox kullanmak ivi bir secenektir (uBlock eklentisini yiikiemek ekstra guivenlik sadlar) ve bu, anemli bir adim olacaktir. 3. u
anda Kullandiginiz veri kaydi yapan VPN'leri kullanmayi birakin ve Proton VPN (licretsiz Plan Meveut, Yeterli) veya Mullvad VPN (icretli) kullanmaya baglayin. 3. Gmail
(Google Mail) yerine Proton Mail (licretsiz Plan Mevcut) kullanin ve Google'a olan bagimiiliginizi miimkiin oldugunca azaltin. (Gmail'i tamamen silmenize gerek yok — bu
tavsiye edilmez — sadece gerektiginde kullanin.) 4. Agik kaynakl uygulamalari kullanin (F-Droid, izzyonDroid vb.)

Intermediate Level (Orta Seviye)

1. If you want to minimize the amount of data you share with malicious big tech companies, Switch to a messaging app (at least for communicating with your close
circle}-the more people, the better. Instead of chatting with your family on WhatsApp every day, turn to alternatives like Delta Chat or Briar. These small steps might not
seem like a threat now, but you'll understand better when quantum computers capable of breaking end-to-end encryption emerge in the future. If you don’t want your
data to sit unsecured in companies’ hands, take this advice seriously. 2. ADB (Android Debug Bridge-we recommend checking out the website.) USing ADB, it's quite easy
to remove spyware and tracking software from phone manufacturers; you can get help from tutorial videos and Al-you don’t have to do it yourself. You could ask
phone technician, an IT expert, a teacher, or a friend who knows how. This is a much bigger step than you might think-the amount of data you share daily will decrease
by 70-80%. 3. In short, don’t share everything on social media—your locations, personal details, etc. It's better to switch to a private account and only follow people
you trust.

1. Katii niyetli byiik teknoloji sirketleriyle paylagtiginiz veri miktarini en aza indirmek istiyorsaniz, bir mesajlagma uygulamasina gegin (en azindan yakin cevrenizle
iletigim kurmak icin) — ne kadar ok kisi olursa o kadar ivi. Her giin WhatsApp tizerinden ailenizle sohbet etmek yerine, Delta Chat veya Briar gibi alternatiflere yanelin.
Bu kiiciik adimiar gu anda bir tendit gibi gdrinmeyebilir, ancak gelecekte ugtan uca sifrelemeyi kirabilen kuantum bilgisayarlar ortaya giktiginda durumu daha iyi
anlayacaksniz. Verilerinizin sirketlerin elinde giivensiz bir gekilde kalmasini istemiyorsaniz, bu tavsiveyi ciddive alin. 2. ADB (Android Debug Bridge — web sitesine goz
atmaniz) dneririz.) ADB kullanarak, telefon treticilerinin yerlestirdigi casus yazilimiar ve izieme yaziimiarini kaldirmak oldukga kolaydir; editim videolanindan ve yapay
Iekadan yardim alabilirsiniz — bunu kendiniz yapmak zorunda degilsiniz. Bir telefon teknisyenine, bir BT uzmanina, bir dgretmene veya nasil yapilacadini bilen bir
arkadaginiza damigabilirsiniz. Bu, diistindiigintizden ok daha buyik bir adimdir; guniiik paylagtiginiz veri miktan %70-80 oraninda azalacaktir. 3. Kisacasi, sosyal
medyada her geyi paylagmayin; konumunuzu, kigisel bilgilerinizi vb. Ozel hesaba gegmek ve yalnizca giivendiginiz kigileri takip etmek dana ividir.

Rdvanced Level (lleri Seviye)

The procedures here are not as easy as beainner-to-intermediate level tasks, so it is strongly recommended that you research, learn, fully understand, and apply
them yourself; otherwise, you may experience data loss or even device damage. Alternatively, it is recommended that you have a phone technician perform these
tasks for you. 1. Computer Operating System (Easy-Intermediate): It is recommended that you install open-source Linux distributions on your computer (Zorin,
Fedora, Mint, Cachy), as this leads to a significant level of data freedom. 2. Phone Operating System (Custom ROM) (Hard): Installing open-source operating
systems on your phone is the best thing you can do right nows it's recommended that you have a professional handie this. You can check the recommended
systems on the website.

Buradaki iglemler, baglangic ve orta seviye gorevler kadar kolay dedildir; bu nedenle, bunlan aragtirmaniz, Grenmeniz, tam olarak anlamaniz ve kendiniz
uygulamaniz giddetle tavsive edilir; aksi takdirde veri kaybi ya da hatta cihaz hasar yagayabilirsiniz. Alternatif olarak, bu iglemleri sizin adiniza bir telefon
teknisyenine yaptirmaniz tavsive edilir. 1. Bilgisayar iletim Sistemi (Kolay-Orta): Bilgisayariniza acik kaynakii Linux dagitimiarini (Zorin, Fedora, Mint, Cachy)
yiiklemeniz Gnerilir, clinkii bu, Gnemli dilzeyde veri ziirltgi saglar. 2. Telefon Igletim Sistemi (Gzel ROM) (Zor): Telefonunuza agik kaynakil igletim sistemleri
yilkiemek gu anda yapabileceginiz en iyi geydir; bunu bir profesyonele yaptirmaniz anerilir. Gnerilen sistemleri web Sitesinden kontrol edebilirsiniz.
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